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PROTECTION OF THE MODEL AGAINST COPYING
When an ML system is available without contractual or usage restrictions to the public, a unique way 
to copy its functionality becomes available. Essentially, the copyist has a dataset of unclassified items 
and submits each item to the ML system. Each answer is carefully recorded as the classification of the 
copyist’s dataset. The obtained labelled dataset can then be used to train a model of similar quality. It has 
been shown that this works effectively, even if the dataset contains non-problem domain data and if the 
architecture and model parameters of the target and clone do not match. Under copyright or database law, 
it is unclear if this act is legal or not. The dataset from the original ML system is not copied; only its output 
is used, and then only to label a different dataset. 

If the dataset classification is creative in itself, the copyist may infringe that copyright by reusing the labels. 
This could even apply if only the labels are copied and reused to classify a completely independent dataset. 
However, this has never been tested in court.

?

“Cat”
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One practical aspect of IP law is that a rights holder has to prove that their rights have been infringed.
Proving ML models or training sets are copied may be exceptionally hard. Especially when the data 
concerns real-world elements. The copyist can then easily argue  they merely collected the same or highly 
similar data from the original source location. Without a way to counter that argument, the rights holder 
would be left with no recourse.

Watermarking is the process of embedding information in the content, the embedded information 
may not be apparent upon normal observation. The term “digital watermarking”  was coined in 1992 
and has been used by rightsholders since the late 1990s for detecting and possibly tracing leaks of 
movies and songs. The embedded information of a digital watermark can reveal the source of the 
leak, or the network that originally broadcasted that content.

With NXP Semiconductors eIQ® Model Watermarking tool addition in its eIQ Toolkit for machine learning 
development, watermarking has also found its way into ML. The tool provides a workflow for the developer 
to extend the original training data with so-called trigger images that are generated by combining images 
from a given class with a secret drawing provided by the developer. These trigger images get as label a 
“watermark class”, which is a selected class different from the actual class of the underlying image. Training 
with this extended training set results in a model with a unique functionality on trigger images. This 
functionality is the watermark of the ML model. When trigger images are presented to an independently 
trained model the resulting classification is of the actual class underlying the trigger images, but both the 
originally trained ML model as well as a system that copied the watermarked ML model would return the 
“watermark class” as classification. This would show that the model  was copied from its original.

An additional benefit of the NXP eIQ Model Watermarking tool is that the watermark is based on a creative 
element --- the secret drawing --- thus adding a piece of copyright-protected information to the ML model. 
This helps strengthen a copyright claim towards any copyist.

The copyist could counter-argue that they employed the same watermark independently, or actually 
created the watermark themselves to reverse the allegation of copying. To address such arguments, 
copyright owners must keep clear records of dates and times when the watermarks were chosen and 
inserted. Without good proof, a copyright holder would not be able to establish a claim infringement. 
With NXP’s eIQ Model Watermarking tools the necessary records associated with the inserted watermark 
are captured and further instructions on creating the necessary date and time records are provided to 
the developer. Furthermore, the NXP eIQ Model Watermarking tool is optimized to incur no performance 
penalty on the model.
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FUTURE OF ML AND IP 

ML-driven business is gaining more and more traction. Interest in IP rights is also increasing to protect 
investments, from copyrights on training sets to patents on classification systems. Current IP law and 
practice is evolving, and case law is sparse. It’s uncertain how legal protection for ML-systems and ML-
driven products will mature. 

However, some general indications are available:

Intellectual Property Right (IPR)

Patent Copyright Database right Trade secret

Protects
Technological 
innovation

Creative 
expression 
(i.e. not just 
hard work or 
investment)

Substantial 
investment in 
creation of the 
collection

Information 
is kept secret 
(e.g. by NDA)

Jurisdiction Worldwide Worldwide
Owner and 
infringer must 
be in the EU

Worldwide

Protected item

Architecture
No, but see 
software below

Unlikely for 
underlying 
graph, unless 
creativity in 
choices

No Yes

Training set 
and Test set

No, but see 
software below

No, except 
creative labels 
or creatively 
handpicked 
dataset

Yes Yes

Training 
parameters

No, but see 
software below

Unlikely, unless 
creativity in 
choices

No Yes
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Intellectual Property Right (IPR)

Patent Copyright Database right Trade secret

Model Unlikely

Unlikely unless 
creativity in 
watermark, 
labels, parameter 
or architecture 
choices

Unlikely Yes

Software 
implementing 
the ML 
functionality

Yes, as part of 
trained system 
with the model 
and only when 
aimed at real 
world tasks

Yes, but the 
functionality 
that it 
implements is 
excluded from 
protection

No Yes

In this white paper, we have outlined which ML IP could be protected by which IP law in the future. 
What does this mean for our introductory example of the maintenance of capital equipment? Although 
the ML model maintenance is not patentable, the implementation of the model might be, since it is 
aimed at performing real-world tasks. Furthermore, a copyright claim can be made on the software 
implementing the ML algorithm. However, if a copyist only copies the model (weights) and uses it in her 
own implementation or if they create a clone of the model by labelling their own training set, copyright 
protection is very uncertain. The developer must prove that creative choices were made in either the 
architecture design, training parameters, composition of the training set, or labelling of the data – and that 
these choices were not just made out of technical considerations. Even if  they can prove this, it is uncertain 
if this creativity is sufficiently present in a clone or copy of the model such that a claim would hold up in 
court. This makes the development of countermeasures that either protect against cloning or copying (e.g. 
platform security) or include creativity (e.g. watermarking) critical in the protection of ML IP.

How infringement cases will be judged and whether the law will change in these matters is speculative until 
there is precedent set in court. Despite this, we at NXP offer the eIQ Model Watermarking tools within 
our eIQ ML development environment to help establish copyright protection for your ML IP by providing 
copyright ownership and proof of unauthorized copying. 

NXP enables advanced solutions for a smarter world that makes lives easier, better, and safer. As the 
world leader in secure connectivity solutions for embedded applications, NXP is driving innovation in the 
automotive, industrial & consumer IoT, mobile and communication infrastructure markets. NXP also offers 
to protect your ML model, on top of the embedded platform security.
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TAKE THE NEXT STEP
To learn more about NXP’s innovative solutions for Security  
and Machine Learning, visit nxp.com/ai

After training an ML model, it will be deployed in a system where it can be used 
for its intended purpose. The NXP® eIQ™ machine learning software development 
environment enables the use of ML algorithms on NXP i.MX RT crossover processors, 
and i.MX and i.MX RT families of SoCs. eIQ™ includes inference engines, neural 
network compilers and optimized libraries. It also includes methods that make the 
ML network more secure by addressing issues such as cloning, as discussed in this 
paper, and adversarial attacks. Other ML security measures are on the roadmap. The 
eIQ software is fully integrated into our MCUXpresso SDK and Yocto development 
environments, allowing you to develop complete system-level applications with ease. 

For more info see: nxp.com/design/software/development-software/
eiq-ml-development-environment:EIQ


